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Today, I will say something about:
• the INSLM role and its origins;
• the counter-terrorism threat;
• my tentative views on my citizenship inquiry, namely that some laws pass
muster and some don’t;
• my approach to my encryption inquiry;
• some key questions.
The INSLM role and its origins
In 2001, there were no federal anti-terrorism laws and thus no such
prosecutions, ASIO had shrunk with the end of the Cold War, Al Qaeda was
hardly a household name and ISIL didn't exist. The attacks of 9/11 changed
many things, and they certainly began a process of legislative and government
response to terrorism activities which has continued to this day and which has
resulted in over 75 separate statutes being passed and a similar number of
people– 10% of whom were children - being convicted of such offences so far,
with many receiving lengthy sentences. And that is not all: there are:
• new or updated laws concerning espionage and sabotage;
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• a variety of laws to deal with the still sizeable cohort of foreign fighters,
their supporters and dependants; and
• new encryption laws to counter organised criminals and terrorists using
technology to ‘go dark’ as far as surveillance of them by police and
intelligence authorities is concerned, although in the UK the preferred
terms are not ‘going dark’ but ‘going spotty’ or even ‘going different’.
The new laws (like the new threats) were and are often unsettling in their
novelty and reach and raise legitimate questions:
• Do they go too far?
• Do they work?
• Do they properly deal with legitimate human rights concerns?
In a sceptical world, it is no longer enough for any government minister
anywhere to say ‘just trust us’ or ‘if you knew what I know you would be
satisfied’. As Sir Adrian Fulford, the UK Investigatory Powers Commissioner,
has said of transparency:
in the post-Snowden world, the security and law enforcement agencies
can no longer expect to work in the shadows, in the sense that material
which can properly be made public should be widely available for
scrutiny.ii
In 2010 Australia adapted the role of the United Kingdom’s Independent
Reviewer of Terrorism Legislation, by enacting the Independent National
Security Legislation Monitor Act which provides for the appointment of a parttime INSLM. With my appointment to that role in early 2017, I followed two
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eminent lawyers, namely the Honourable Roger Gyles AO QC and, before him,
Bret Walker SC.
Fundamentally, to adopt the language of former Independent Reviewer Lord
David Anderson QC, both Reviewer and INSLM share the following features:
• first, independence;
• second, an entitlement to see everything of relevance, even the most
highly classified intelligence material: this is one answer to the person
unconvinced by a Minister who says ‘if you could see what I see’ as both
INSLM and Reviewer can and do see just that; and
• third, compulsory publication of the reports to government, in my case
tabling of any declassified report must occur within 15 sitting days so that
the Parliament and the public can read and consider for themselves.
As INSLM I don't investigate complaints or look at bills, rather, I
independently:
• review the operation, effectiveness and implications of national security
and counter-terrorism laws; and consider whether such laws
• contain appropriate protections for individual rights;
• remain proportionate to terrorism or national security threats; and
• remain necessary.
Many reviews can be conducted by me of my own motion, however, the Prime
Minister and the Attorney-General can send me any topic related to counterterrorism or national security - a much broader concept - and the increasingly
important and highly respected Parliamentary Joint Committee on Intelligence
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and Security (PJCIS) can also send me certain matters, and they in fact have
recently sent me their first reference, namely, the encryption review, which I
will come to.
Threats
Because I must consider whether particular laws remain proportionate to threats
of terrorism or to national security or both, I receive regular briefings from
police, policy and intelligence agencies on all matters of relevance to my
reviews. As has been the case for the past four years, the current threat of a
terrorist act occurring in Australia remains at the ‘probable’ level. My views
are that:
• The credible threat of one or more terrorist attacks in Australia will
remain a significant factor in the Australian national security and counterterrorism landscape for the reasonably foreseeable future;
• While more complex or extensive attacks cannot be ruled out and must be
prepared for, attacks by lone actors using simple but deadly weapons,
with little if any warning, are more likely;
• There can be no guarantee that the authorities will detect and prevent all
attacks although most have been;
• There is also the risk of opportunistic if unconnected ‘follow-up’ attacks
in the immediate aftermath of a completed attack at a time when police
and intelligence agencies are fully occupied in obtaining evidence and
returning the attacked locality to normality;
• The threats come mainly from radical and violent Islamist action – which
is not to be confused with the great world religion of Islam which
advocates peace;iii
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• There are also increasing concerns about radical, violent, right wing
activity;
• The implications of the recent atrocities in Christchurch and Sri Lanka, as
with the likely future roles of the remnant foreign fighters of the so-called
caliphate, are yet to be fully worked out.
Turning to the dual citizenship issue: a key focus of the current operation of
counter-terrorism laws concerns Foreign Fighters, which brings me to say
something about ISIL members and supporters.
The rise of ISIL, which led to the so-called caliphate, took almost everyone by
surprise. I expect its capacity to surprise will continue. ISIL has produced a
large, now widely dispersed, radicalised, highly trained diaspora of actual or
potential terrorists, many of whom remain with their supporters and dependants
(including children), and most of whom remain outside of their countries of
citizenship. Foreign Fighters abroad or at ‘home’ pose a durable threat, directly
by pursuing violence, indirectly by inspiring others.iv The formation of AlQaeda is said to be a good example of this, where Foreign Fighters involved in
the 1970’s/1980’s Afghan–Soviet conflict later formed the core of Al-Qaeda.v
And the ISIL threat is wider than the Foreign Fighter group, large though it is,
because of the effectiveness of its message, particularly over the internet, to
inspire other attacks. As the UK Home Secretary, Sajid Javid, said in a speech
on 20 May this year:
In fact, of all the terrorist plots thwarted by the UK and our Western
allies last year, 80% were planned by people inspired by the ideology of
[ISIL]/Daesh, but who had never actually been in contact with the socalled Caliphate.vi
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We still have much in common with the United Kingdom, for example:
• legal history and institutions;
• membership of Five Eyes;
• close collaboration in intelligence and law reform, and, unfortunately;
• dual citizens who are either ISIL terrorists, their supporters or their child
dependants.
There has been much reporting about the plight of such children or those who
travelled as children. Let me say something about children in this context,
although I will be careful to say nothing which could interfere with Australia’s
current diplomatic and aid efforts.
The position of children and young people is not straightforward. Of course, as
a matter of humanity, reflecting the terms of the Convention on the Rights of
the Child, the plight of very young children is distressing and there is general
hope for their safe return. Beyond the very young, the position becomes more
complex.
As I said in my recent report to the Prime Minister concerning the Prosecution
And Sentencing Of Children For Terrorism Offences,
There are … parallels between child soldiers and Australian children in
territory controlled by ISIL: the fact that each are certainly victims does
not mean they cannot also become perpetrators, and thus they remain a
cohort of interest.vii
That remains true even though ISIL no longer controls territory as it once did.
As a matter of law, the cohort of children need to be divided, between:
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• those under the age of criminal responsibility, which is 10;
• those under 14 where there the presumption against criminal intent
applies;
• and those between 14 and 18 who are to be tried and punished as
juveniles.
It is very possible that there were young Australians over 14 years of age who
have committed one or more terrorist offences or breached the declared area
provisions which made it a crime to be in Mosul or Raqqua without reasonable
excuse. Finally, within these groups no doubt the level of criminal culpability
will vary.
The current Citizenship review
While revoking citizenship due to terrorist conduct is a recent development the
concept of stripping citizenship for criminal conduct is not new.viii There are
two types of provisions of relevance in the Australian Citizenship Act. First,
there are what I might call the conventional provisions in s 35A.ix The
requirements that must be met to empower the Minister to revoke a person’s
citizenship under s 35Ax are:
• the person has been convicted of a specified offence related to terrorism;
• the person has been sentenced to at least six years imprisonment for such
offences;
• the person is a national or citizen of a country other than Australia;
• the Minister is satisfied that the person’s conduct demonstrates that they
have repudiated their allegiance to Australia; and
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• the Minister is satisfied that it is in the public interest for the person to no
longer be an Australian citizen, having regard to certain factors.
My preliminary view is that such provisions pass muster under the INSLM Act,
at least for the following reasons.
First, there is a conviction by a jury – so the terrorist conduct is established.
Second, there is a substantial sentence imposed by a judge, which shows the
level of seriousness of the conduct.
Third, the person will not be rendered stateless, thus we continue to comply
with the Convention on Statelessness.
Fourth, it seems to me too absolute to say that citizenship revocation for
terrorists is either always or is never justified or is either always or is never an
effective way to protect the Australian community. Rather, sometimes it is both
justified and effective.
The argument in favour of such revocation might go like this:
• Citizenship still has at its core the notion of allegiance to a nation state;
• Just as it can be expressly disavowed by renunciation, it can be impliedly
disavowed by inconsistent conduct: take the historical case of spying or
fighting for the enemy during World War 2;
• Although there are no longer declared wars between nation states, is it not
so very different where an Australian citizen fights for ISIL against the
Australian Defence Force or its allies?
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• The High Court has said ‘Australian citizenship is a common bond,
involving reciprocal rights and obligations’xi and that ‘a federal offence
is, in effect, an offence against the whole Australian community’xii - and a
serious terrorism offence is a clear case of an offence against the
Australian community and one which may break the common bond;
• If all of that is accepted, then there is a logical argument that it may, I
emphasise, may, be in the public interest in an individual case to revoke
citizenship.xiii In the language of the INSLM Act the law may be
‘necessary’. But because there may be many competing factors a
decision must be made considering the facts and surrounding
circumstances in each particular case.
In contrast there are two ‘operation of law provisions’ (ss 33AAxiv and 35xv)
which in effect provide that if:
• a person is a dual citizen of Australia and another country;
• is 14 years of age or more;
• is outside Australia; and
• engages in fact in specified forms of acts related to terrorism - such as
committing a terrorist act, or fighting for ISIL; then
• by operation of law, without any further event such as conviction by jury
or decision by a minister, official, judge or Tribunal member, the person
then and there loses their citizenship.
These provisions operate to cease a person’s Australian citizenship
automatically on the occurrence of certain ‘conduct’ (s 33AA) or where the
person fights for, or is in the service of a Declared Terrorist Organization (s 35).
Upon the relevant Ministerxvi becoming aware of citizenship so ending under s
33AA, 35, or 35A, he must give (or make reasonable attempts to give) notice to
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the person of that event as soon as practicable unless there is a decision made on
the grounds of security, international relations etc not to notify in which case the
former citizen will not be aware of their loss of citizenship.
In contrast to my preliminary views on s 35A, my preliminary view of ss 33AA
and 35 is that each are problematic under the INSLM Act for at least the
following reasons.
First, the law operates in an uncontrolled and uncertain manner. The Australian
government has publicly announced that the provisions of the law have operated
to deprive 12 persons of Australian citizenship although, mainly because of
Ministerial decisions not to notify the affected persons, the names of the persons
are not known publicly except for Neil Prakash, where there is a disagreement
between Australia and Fiji as to which country he remains a citizen of.
It is very likely that there are more, perhaps many more, persons who have in
this way lost their citizenship, but who are not known to the authorities. The
most obvious group of such persons are those who fought for or supported ISIL
without the knowledge of Australia, but the same could be said of as yet
unknown terrorist recruiters or financiers anywhere in the world. Any
government should be able to say at any particular time who is and is not a
citizen but this law prevents it from definitively doing so.
I note that the Minister may reverse the revocation, but is under no compulsion
even to consider such action. If, however, he does so, Parliament must be
advised of the fact and the reasons for doing so. The provisions make
citizenship comparatively easy to lose but hard to regain even if many years
pass before the government or the person become aware of the citizenship loss.

10

Second, the law lacks the traditional and desirable accountability which comes
from a person taking responsibility for a decision whether that is a Minister, an
official, a judge or a tribunal member.
Third, there will inevitably be cases where it is not in the public interest to
cancel a particular person’s citizenship for terrorist conduct, support or
affiliation: examples of relevant factors can readily be imagined: actually, they
don't need to be imagined because they are already listed as reasons to be taken
into account in a Ministerial exemption decision under s 33AA (17), namely:
• the severity of the conduct engaged in;
• the degree of threat posed by the person to the Australian community;
• the age of the person;
• if the person is aged under 18--the best interests of the child as a primary
consideration – that reflects Australia’s obligations under the Convention
on the rights of the child;
• whether the person is being or is likely to be prosecuted in relation to the
conduct engaged in, and, I would add, the extent to which they might be
prepared to be a Crown witness against co-accused or others;
• the person's connection to the other country of which the person is a
national or citizen and the availability of the rights of citizenship of that
country to the person;
• Australia's international relations;
• any other matters of public interest.
None of those matters is considered when the law first operates: to that extent
the operation of the law is likely to be disproportionate to the threat posed by
some persons and, in any event their rights in relation to the loss of the valuable
right of Australian citizenship seem insufficiently safeguarded.
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Fourth, the problems are compounded by the capacity of the Minister not to
give notice of the loss of citizenship: the revokee may well order their life on
the basis that they remain a citizen when they do not. Take the possibility of an
Australian woman who decided to have another child wrongly thinking the
child will be Australian: there is then no technical breach of either the
Convention on the Rights of the Child nor the Convention on Statelessness, but
it is highly problematic for both mother and child.
Fifth, there are real problems with review and scrutiny. Although the courts can
make a declaration that at the relevant time the person was not in fact a dual
citizen and thus cannot have lost their (sole) Australian citizenship, the
conclusion by an inter-departmental committee that the disqualifying conduct
has occurred cannot easily be challenged, if it can at all.
However, my preliminary view is that there is a solution to these problems
which might work, and that is to adopt the existing procedures for challenges to
passport cancellations, where, as here, there is often much sensitive intelligence
material which cannot be disclosed to the revokee, but where the Security
Appeals Division of the Administrative Appeals Tribunal adopts a more
inquisitorial model and tests the intelligence material in private in the absence
of the revokee. This is essentially the model used in the UK in the Special
Immigrations Appeals Commission. Noting that the Commonwealth is about to
appoint special advocates to deal with Control Order cases, I would favour the
UK model of using Special Advocates to represent the interests of the revokee
in the closed session. The Tribunal could be required to apply all the factors the
Minister may currently apply in deciding whether to reverse the revocation.
As you can appreciate, these are complex and difficult issues and the main
reason for my appearance today at the Lowy Institute is to encourage wide
participation in this and indeed all of my inquiries including the public hearings
on citizenship due to be held 27 June 2019.
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Encryption
The Telecommunications and Other Legislation Amendment (Assistance and
Access) Act 2018 (TOLA) commenced in early December last year having been
introduced as a bill some 6 weeks before. The PJCIS urgently considered its
terms - however, having received advice from the government that there was an
immediate need to provide agencies with additional powers and to pass the Bill
in the last sitting week of 2018, it cut short its consideration and recommended
enactment with some amendments, with the proviso that there be further review
by both the Committee and my Office. This year it referred review of the Act to
me.
The key features of the Act that have received attention are the new ability of
federal intelligence and Australian police to get technical assistance from a
designated communications provider either by agreement or ultimately by
compulsion to require that provider to take certain steps to help the authorities
perhaps by giving access to an app, or a service offered by an ISP, or an
encrypted communication, but with a view to ‘better deal with the challenges
posed by ubiquitous encryption’.xvii Today is not the day to go into any detail
on how this complex Act works: the 2019 reportxviii on the Act by the PJCIS is a
good summary of the many controversies which attend the Act.
Today I advise all those interested in this important law to become engaged in
my review. I would like to set up consultative groups so please let me know if
you would like to take part. May I suggest a few principles, some derived from
the report by David Anderson, called ‘A Question of Trust’.xix
• First, just as in the physical world we do not accept lawless ghettos where
the law does not apply, so also it should be in the virtual world: in this
context it means intrusive surveillance powers – conferred by law and
with clear thresholds and safeguards – which already apply in the
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physical world should in principle apply in the analogous virtual world
unless there are good reasons otherwise, an example of such a good
reason would be if, I emphasise if, the operation of the law would unduly
undermine, say, the integrity of the financial and banking system.
• Second, what the law permits and forbids must be clear.
• Third, oversight and safeguards are vital and there are comparative
models of interest: so, in the UK, industry is involved through a technical
advisory panel and also in adjudicating on some requests through
membership of a technical advisory board. It may also be appropriate to
have a ‘double lock’ for decisions with the relevant Minister’s most
intrusive powers subject to routine review by a panel of retired judges
who have access to all the underlying material.
This is a very complex review and I welcome wide participation.
Key Questions
May I finish by noting some key questions.
• First, how can the role of Parliament and key committees such as the
PJCIS in scrutinising counter terrorism and national security laws be
enhanced?xx
• Second, how best to achieve the desirable aim ‘that material which can
properly be made public should be widely available for scrutiny’: one
way to start, as I suggested in my latest report to the Prime Minister is
following the UK practice of regularly making accessible figures on
numbers of arrests and convictions.xxi
• Third, how best to enhance the vital role of the guardians whether that is
the judiciary; or the bodies like the Inspector-General of Intelligence and
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Security to whom whistleblowers may legitimately turn with any
concerns they may have about illegality or maladministration?xxii
• Fourth, how to ensure proper safeguards against misuse of internet
technology?xxiii
I suggest that one way to start to answer all of those questions is to measure
them against the critical issue of trust in a democratic society. As David
Anderson has written:
Public consent to intrusive laws depends on people trusting the
authorities, both to keep them safe and not to spy needlessly on them…
Trust in powerful institutions depends not only on those institutions
behaving themselves (though that is an essential prerequisite), but on
there being mechanisms to verify that they have done so. Such
mechanisms are particularly challenging to achieve in the national
security field, where potential conflicts between state power and civil
liberties are acute, suspicion rife and yet information tightly rationed…
Respected independent regulators continue to play a vital and
distinguished role. But in an age where trust depends on verification
rather than reputation, trust by proxy is not enough. Hence the
importance of clear law, fair procedures, rights compliance and
transparency.xxiv
I look forward as INSLM to continuing to play my part on the issue of trust.
It is a privilege to do so.
12 June 2019
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The views in this are my own.
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Investigatory Powers Commissioner’s Office Annual Report 2017 SG/2019/8
https://www.ipco.org.uk/docs/IPCO%20Annual%20Report%202017%20Web%20Accessible%20Ver
sion%2020190131.pdf, page 8.
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As Mr Justice Haddon-Cave, then Judge managing the Terrorism Cases List in England and Wales,
said when sentencing the Parson’s Green Bomber, in terms I would adopt:
[48] … the Qur’an is a book of peace; Islam is a religion of peace. The Qur’an and Islam
forbid anything extreme, including extremism in religion. Islam forbids breaking the ‘law
of the land’ where one is living or is a guest. Islam forbids terrorism (hiraba). The Qur’an
and the Sunna provide that the crime of perpetrating terror to ‘cause corruption in the
land’ is one of the most severe crimes in Islam. So it is in the law of the United Kingdom.
R -v- Hassan: Sentencing remarks of Mr Justice Haddon-Cave (23 March 2018) https://
www.judiciary.uk/wp-content/uploads/2018/03/r-vhassan-sentencing.pdf.
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This has been referred to as the ‘bleed-out’ effect. (see Barak Mendelson “Foreign Fighter- Recent
Trends” (2011) 55(2) Orbis.

v

Deniz Kayis ‘Citizenship & Terrorism: A Critical Analysis of the 2015 Australian Citizenship Act
Amendments’ (2016) UNSW-Law-JIStuS No 16-06.
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The Rt Hon Sajid Javid MP 20 May 2019; https://www.gov.uk/government/speeches/homesecretary-speech-on-keeping-our-country-safe.

vii

http://www.inslm.gov.au/reviews-reports/prosecution-and-sentencing-children-terrorism

viii

As put by Audrey Macklin, historians view citizenship revocation as recrudescent rather than as
emergent: Deniz Kayis n-5.
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35A Conviction for terrorism offences and certain other offences

Cessation of citizenship on determination by Minister
(1) The Minister may determine in writing that a person ceases to be an Australian citizen if:
(a) the person has been convicted of an offence against, or offences against, one or more
of the following:
(i) a provision of Subdivision A of Division 72 of the Criminal Code;
(ii) a provision of Subdivision B of Division 80 of the Criminal Code (treason);
(iia) a provision of Division 82 of the Criminal Code (sabotage) other than
section 82.9 (preparing for or planning sabotage offence);
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(iib) a provision of Division 91 of the Criminal Code (espionage);
(iic) a provision of Division 92 of the Criminal Code (foreign interference);
(iii) a provision of Part 5.3 of the Criminal Code (except section 102.8 or
Division 104 or 105);
(iv) a provision of Part 5.5 of the Criminal Code;
(vi) section 6 or 7 of the repealed Crimes (Foreign Incursions and Recruitment) Act
1978; and
(b) the person has, in respect of the conviction or convictions, been sentenced to a
period of imprisonment of at least 6 years, or to periods of imprisonment that total at least 6 years;
and
(c) the person is a national or citizen of a country other than Australia at the time when
the Minister makes the determination; and
(d) the Minister is satisfied that the conduct of the person to which the conviction or
convictions relate demonstrates that the person has repudiated their allegiance to Australia; and
(e) having regard to the following factors, the Minister is satisfied that it is not in the
public interest for the person to remain an Australian citizen:
(i) the severity of the conduct that was the basis of the conviction or convictions
and the sentence or sentences;
(ii) the degree of threat posed by the person to the Australian community;
(iii) the age of the person;
(iv) if the person is aged under 18—the best interests of the child as a primary
consideration;
(v) the person’s connection to the other country of which the person is a national or
citizen and the availability of the rights of citizenship of that country to the person;
(vi) Australia’s international relations; and
(vii) any other matters of public interest.
Note:
A person may seek review of a determination made under this subsection in the High
Court of Australia under section 75 of the Constitution, or in the Federal Court of Australia under
section 39B of the Judiciary Act 1903.
(2) The person ceases to be an Australian citizen at the time when the determination is made.
(3) Subsection (1) applies to a person who is an Australian citizen regardless of how the
person became an Australian citizen (including a person who became an Australian citizen upon the
person’s birth).
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(4) For the purpose of paragraph (1)(b):
(a) the reference to being sentenced to a period of imprisonment does not include a
suspended sentence; and
(b) if a single sentence of imprisonment is imposed in respect of both an offence against
a provision mentioned in paragraph (1)(a) and in respect of one or more other offences, then:
(i) if it is clear that only a particular part of the total period of imprisonment relates
to the offence against the provision mentioned in paragraph (1)(a)—the person is taken to have been
sentenced to imprisonment in respect of that offence for that part of the total period of imprisonment;
and
(ii) if subparagraph (i) does not apply—the person is taken to have been sentenced
to imprisonment in respect of the offence against the provision mentioned in paragraph (1)(a) for the
whole of the total period of imprisonment.
Minister to give notice
(5) If the Minister makes a determination under subsection (1) because of which a person
ceases to be an Australian citizen, the Minister:
(a) must give, or make reasonable attempts to give, written notice to that effect to the
person:
(i) as soon as practicable; or
(ii) if the Minister makes a determination under subsection (7)—as soon as
practicable after the Minister revokes the subsection (7) determination (if the Minister does so); and
(b) may give notice to that effect to such other persons and at such time as the Minister
considers appropriate.
(6) A notice under paragraph (5)(a) must set out:
(a) the matters required by section 35B; and
(b) the person’s rights of review.
(7) The Minister may determine in writing that a notice under paragraph (5)(a) should not be
given to a person if the Minister is satisfied that giving the notice could prejudice the security, defence
or international relations of Australia, or Australian law enforcement operations. The Minister must
consider whether to revoke the determination:
(a) no later than 6 months after making it; and
(b) at least every 6 months thereafter until 5 years have passed since the determination
was made.
Minister must revoke determination if conviction overturned
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(8) The Minister must, in writing, revoke a determination made under subsection (1) in
relation to a person if:
(a) a conviction because of which the determination was made is later overturned on
appeal, or quashed, by a court; and
(b) that decision of that court has not been overturned on appeal; and
(c) no appeal, or further appeal, can be made to a court in relation to that decision.
(9) If the Minister revokes the determination, the person’s citizenship is taken never to have
ceased under this section because of that determination.
General provisions relating to Minister’s powers
(10) The powers of the Minister under this section may only be exercised by the Minister
personally.
(11) Except for the powers of the Minister under subsection (1), the rules of natural justice do
not apply in relation to the powers of the Minister under this section.
(12) Section 47 does not apply in relation to the exercise of the powers of the Minister under
this section.
(13) An instrument exercising any of the Minister’s powers under this section is not a
legislative instrument.
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Roach v Electoral Commissioner (2007) 233 CLR 162, 177 [12].

xii

In Pham v R (2015) 256 CLR 550 the plurality said at [24]: “As Kirby J observed in Putland v The
Queen, a federal offence is, in effect, an offence against the whole Australian community and so the
offence is the same for every offender throughout the Commonwealth.”
xiii
The First INSLM’s final Annual Report so stated.
xiv

33AA Renunciation by conduct

Renunciation and cessation of citizenship
(1) Subject to this section, a person aged 14 or older who is a national or citizen of a country
other than Australia renounces their Australian citizenship if the person acts inconsistently with their
allegiance to Australia by engaging in conduct specified in subsection (2).
Note 1:
The Minister may, in writing, exempt the person from the effect of this section in relation
to certain matters: see subsection (14).
Note 2:
This section does not apply to conduct of Australian law enforcement or intelligence
bodies, or to conduct in the course of certain duties to the Commonwealth: see section 35AB.
(2) Subject to subsections (3) to (5), subsection (1) applies to the following conduct:

19

(a) engaging in international terrorist activities using explosive or lethal devices;
(b) engaging in a terrorist act;
(c) providing or receiving training connected with preparation for, engagement in, or
assistance in a terrorist act;
(d) directing the activities of a terrorist organisation;
(e) recruiting for a terrorist organisation;
(f) financing terrorism;
(g) financing a terrorist;
(h) engaging in foreign incursions and recruitment.
(3) Subsection (1) applies to conduct specified in any of paragraphs (2)(a) to (h) only if the
conduct is engaged in:
(a) with the intention of advancing a political, religious or ideological cause; and
(b) with the intention of:
(i) coercing, or influencing by intimidation, the government of the Commonwealth
or a State, Territory or foreign country, or of part of a State, Territory or foreign country; or
(ii) intimidating the public or a section of the public.
(4) A person is taken to have engaged in conduct with an intention referred to in
subsection (3) if, when the person engaged in the conduct, the person was:
(a) a member of a declared terrorist organisation (see section 35AA); or
(b) acting on instruction of, or in cooperation with, a declared terrorist organisation.
(5) To avoid doubt, subsection (4) does not prevent the proof or establishment, by other
means, that a person engaged in conduct with an intention referred to in subsection (3).
(6) Words and expressions used in paragraphs (2)(a) to (h) have the same meanings as in
Subdivision A of Division 72, sections 101.1, 101.2, 102.2, 102.4, 103.1 and 103.2 and Division 119
of the Criminal Code, respectively. However (to avoid doubt) this does not include the fault elements
that apply under the Criminal Code in relation to those provisions of the Criminal Code.
(7) This section does not apply in relation to conduct by a person unless:
(a) the person was not in Australia when the person engaged in the conduct; or
(b) the person left Australia after engaging in the conduct and, at the time that the person
left Australia, the person had not been tried for any offence related to the conduct.
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(8) Subsection (1) applies to a person who is an Australian citizen regardless of how the
person became an Australian citizen (including a person who became an Australian citizen upon the
person’s birth).
(9) Where a person renounces their Australian citizenship under this section, the renunciation
takes effect, and the Australian citizenship of the person ceases, immediately upon the person
engaging in the conduct referred to in subsection (2).
Minister to give notice
(10) If the Minister becomes aware of conduct because of which a person has, under this
section, ceased to be an Australian citizen, the Minister:
(a) must give, or make reasonable attempts to give, written notice to that effect to the
person:
(i) as soon as practicable; or
(ii) if the Minister makes a determination under subsection (12)—as soon as
practicable after the Minister revokes the determination (if the Minister does so); and
(b) may give notice to that effect to such other persons and at such time as the Minister
considers appropriate.
Note:
A person may seek review of the basis on which a notice under this subsection was given
in the High Court of Australia under section 75 of the Constitution, or in the Federal Court of
Australia under section 39B of the Judiciary Act 1903.
(11) A notice under paragraph (10)(a) must set out:
(a) the matters required by section 35B; and
(b) the person’s rights of review.
(12) The Minister may determine in writing that a notice under paragraph (10)(a) should not
be given to a person if the Minister is satisfied that giving the notice could prejudice the security,
defence or international relations of Australia, or Australian law enforcement operations. The Minister
must consider whether to revoke such a determination:
(a) no later than 6 months after making it; and
(b) at least every 6 months thereafter until 5 years have passed since the determination
was made.
Minister’s power to rescind notice and exempt person
(13) Subsections (14) to (19) apply only if a person has renounced his or her citizenship under
this section.
(14) At any time after a person has renounced his or her citizenship under this section, the
Minister may make a determination to:
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(a) rescind any notice given under subsection (10) in respect of the person; and
(b) exempt the person from the effect of this section in relation to the matters that were
the basis for the notice, or in relation to matters that would have been the basis for giving a notice in
respect of the person under paragraph (10)(a), but for the operation of subsection (12).
(15) The Minister does not have a duty to consider whether to exercise the power under
subsection (14) in respect of any person, whether the Minister is requested to do so by the person who
has renounced his or her citizenship under this section, or by any other person, or in any other
circumstances.
(16) To avoid doubt, in deciding whether to consider exercising the power in subsection (14),
the Minister is not required to have regard to any of the matters referred to in subsection (17).
(17) If the Minister decides to consider whether to exercise the power in subsection (14), then,
in that consideration, the Minister must have regard to the following:
(a) the severity of the matters that were the basis for any notice given in respect of the
person under subsection (10), or of matters that would have been the basis for giving a notice in
respect of the person under paragraph (10)(a), but for the operation of subsection (12);
(b) the degree of threat posed by the person to the Australian community;
(c) the age of the person;
(d) if the person is aged under 18—the best interests of the child as a primary
consideration;
(e) whether the person is being or is likely to be prosecuted in relation to matters
referred to in paragraph (a);
(f) the person’s connection to the other country of which the person is a national or
citizen and the availability of the rights of citizenship of that country to the person;
(g) Australia’s international relations;
(h) any other matters of public interest.
(18) If the Minister makes a determination under subsection (14), the Minister must cause to
be laid before each House of the Parliament, within 15 sitting days of that House after the Minister
makes the determination, a statement that:
(a) sets out the determination; and
(b) sets out the reasons for the determination, referring in particular to the Minister’s
reasons in relation to the matters set out in subsection (17).
(19) If the Minister thinks that it would not be in the public interest to publish the name of the
person or of any other person connected in any way with the matter concerned, the statement under
subsection (18) must not include those names or any information that may identify those persons.
General provisions relating to Minister’s powers
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(20) The powers of the Minister under this section may only be exercised by the Minister
personally.
(21) Section 47 applies to a decision by the Minister to make, or not make, a determination
under subsection (14), but does not apply to any other decision of the Minister under this section
(including any decision whether to consider exercising the power in subsection (14) to make a
determination).
(22) The rules of natural justice apply to a decision by the Minister to make, or not make, a
determination under subsection (14), but do not apply to any other decision, or the exercise of any
other power, by the Minister under this section (including any decision whether to consider exercising
the power in subsection (14) to make a determination).
(23) An instrument exercising any of the Minister’s powers under this section is not a
legislative instrument.
(24) To avoid doubt, a person’s citizenship is taken never to have ceased under this section
because of particular conduct if:
(a) in proceedings under section 75 of the Constitution, or under this Act or another
Commonwealth Act, a court finds that the person did not engage in the conduct or have the requisite
intention under subsection (3) of this section; or
(b) in proceedings under section 75 of the Constitution, or under this Act or another
Commonwealth Act, a court finds that the person was not a national or citizen of a country other than
Australia at the time of the conduct; or
(c) the Minister makes a determination under subsection (14) in relation to the conduct
to exempt the person from the effect of this section; or
(d) a declaration under section 35AA is disallowed by either House of the Parliament,
and the person’s citizenship would not have ceased under this section if that declaration had not been
made.

xv

35 Service outside Australia in armed forces of an enemy country or a declared terrorist
organisation
Cessation of citizenship
(1) A person aged 14 or older ceases to be an Australian citizen if:
(a) the person is a national or citizen of a country other than Australia; and
(b) the person:
(i) serves in the armed forces of a country at war with Australia; or
(ii) fights for, or is in the service of, a declared terrorist organisation (see
section 35AA); and
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(c) the person’s service or fighting occurs outside Australia.
Note 1:
The Minister may, in writing, exempt the person from the effect of this section in relation
to certain matters: see subsection (9).
Note 2:
This section does not apply to conduct of Australian law enforcement or intelligence
bodies, or to conduct in the course of certain duties to the Commonwealth: see section 35AB.
(2) The person ceases to be an Australian citizen at the time the person commences to so
serve or fight.
(3) Subsection (1) applies to a person who is an Australian citizen regardless of how the
person became an Australian citizen (including a person who became an Australian citizen upon the
person’s birth).
(4) For the purposes of subparagraph (1)(b)(ii) and without limitation, a person is not in the
service of a declared terrorist organisation to the extent that:
(a) the person’s actions are unintentional; or
(b) the person is acting under duress or force; or
(c) the person is providing neutral and independent humanitarian assistance.
Minister to give notice
(5) If the Minister becomes aware of conduct because of which a person has, under this
section, ceased to be an Australian citizen, the Minister:
(a) must give, or make reasonable attempts to give, written notice to that effect to the
person:
(i) as soon as practicable; or
(ii) if the Minister makes a determination under subsection (7)—as soon as
practicable after the Minister revokes the determination (if the Minister does so); and
(b) may give notice to that effect to such other persons and at such time as the Minister
considers appropriate.
Note:
A person may seek review of the basis on which a notice under this subsection was given
in the High Court of Australia under section 75 of the Constitution, or in the Federal Court of
Australia under section 39B of the Judiciary Act 1903.
(6) A notice under paragraph (5)(a) must set out:
(a) the matters required by section 35B; and
(b) the person’s rights of review.
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(7) The Minister may determine in writing that a notice under paragraph (5)(a) should not be
given to a person if the Minister is satisfied that giving the notice could prejudice the security, defence
or international relations of Australia, or Australian law enforcement operations. The Minister must
consider whether to revoke such a determination:
(a) no later than 6 months after making it; and
(b) at least every 6 months thereafter until 5 years have passed since the determination
was made.
Minister’s power to rescind notice and exempt person
(8) Subsections (9) to (14) apply only if a person has ceased to be a citizen under this section.
(9) At any time after a person has ceased to be a citizen under this section, the Minister may
make a determination to:
(a) rescind any notice given under subsection (5) in respect of the person; and
(b) exempt the person from the effect of this section in relation to the matters that were
the basis for the notice, or in relation to matters that would have been the basis for giving a notice in
respect of the person under paragraph (5)(a), but for the operation of subsection (7).
(10) The Minister does not have a duty to consider whether to exercise the power under
subsection (9) in respect of any person, whether the Minister is requested to do so by the person who
has ceased to be a citizen under this section, or by any other person, or in any other circumstances.
(11) To avoid doubt, in deciding whether to consider exercising the power in subsection (9),
the Minister is not required to have regard to any of the matters referred to in subsection (12).
(12) If the Minister decides to consider whether to exercise the power in subsection (9), then,
in that consideration, the Minister must have regard to the following:
(a) the severity of the matters that were the basis for any notice given in respect of the
person under subsection (5), or of matters that would have been the basis for giving a notice in respect
of the person under paragraph (5)(a), but for the operation of subsection (7);
(b) the degree of threat posed by the person to the Australian community;
(c) the age of the person;
(d) if the person is aged under 18—the best interests of the child as a primary
consideration;
(e) whether the person is being or is likely to be prosecuted in relation to matters
referred to in paragraph (a);
(f) the person’s connection to the other country of which the person is a national or
citizen and the availability of the rights of citizenship of that country to the person;
(g) Australia’s international relations;
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(h) any other matters of public interest.
(13) If the Minister makes a determination under subsection (9), the Minister must cause to be
laid before each House of the Parliament, within 15 sitting days of that House after the Minister
makes the determination, a statement that:
(a) sets out the determination; and
(b) sets out the reasons for the determination, referring in particular to the Minister’s
reasons in relation to the matters set out in subsection (12).
(14) If the Minister thinks that it would not be in the public interest to publish the name of the
person or of any other person connected in any way with the matter concerned, the statement under
subsection (13) must not include those names or any information that may identify those persons.
General provisions relating to Minister’s powers
(15) The powers of the Minister under this section may only be exercised by the Minister
personally.
(16) Section 47 applies to a decision by the Minister to make, or not make, a determination
under subsection (9), but does not apply to any other decision of the Minister under this section
(including any decision whether to consider exercising the power in subsection (9) to make a
determination).
(17) The rules of natural justice apply to a decision by the Minister to make, or not make, a
determination under subsection (9), but do not apply to any other decision, or the exercise of any other
power, by the Minister under this section (including any decision whether to consider exercising the
power in subsection (9) to make a determination).
(18) An instrument exercising any of the Minister’s powers under this section is not a
legislative instrument.
(19) To avoid doubt, a person’s citizenship is taken never to have ceased under this section
because of the person serving or fighting as set out in subsection (1) if:
(a) in proceedings under section 75 of the Constitution, or under this Act or another
Commonwealth Act, a court finds that the person did not so serve or fight (whether because of
subsection (4) of this section or for any other reason); or
(b) in proceedings under section 75 of the Constitution, or under this Act or another
Commonwealth Act, a court finds that the person was not a national or citizen of a country other than
Australia at the time the person served or fought; or
(c) the Minister makes a determination under subsection (9) in relation to the conduct to
exempt the person from the effect of this section; or
(d) a declaration under section 35AA is disallowed by either House of the Parliament,
and the person’s citizenship would not have ceased under this section if that declaration had not been
made.
xvi

Formerly the Attorney-General, now the Minister for Home Affairs.
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xx

There is the ever decreasing time available for scrutiny of bills and an increasing number of bills.
I am also interested to see what the government says about the important recommendations of the
2017 Independent Intelligence Review concerning an expanded role for the PJCIS: see
Commonwealth of Australia, Department of the Prime Minister and Cabinet, 2017 Independent
Intelligence Review https://www.pmc.gov.au/sites/default/files/publications/2017-IndependentIntelligence-Review.pdf
Recommendation 23: The role of the Parliamentary Joint Committee on Intelligence and
Security (PJCIS) be expanded by amending relevant legislation to include:
a) a provision enabling the PJCIS to request the Inspector-General of Intelligence and
Security (IGIS) conduct an inquiry into the legality and propriety of particular operational
activities of the National Intelligence Community (NIC) agencies, and to provide a report to
the PJCIS, Prime Minister and the responsible Minister;
b) a provision enabling the PJCIS to review proposed reforms to counter-terrorism and
national security legislation, and to review all such expiring legislation;
c) provisions allowing the PJCIS to initiate its own inquiries into the administration and
expenditure of the ten intelligence agencies of the NIC as well as proposed or existing
provisions in counter-terrorism and national security law, and to review all such expiring
legislation;
d) provisions enabling the PJCIS to request a briefing from the Independent National Security
Legislation Monitor (the Monitor), to ask the Monitor to provide the PJCIS with a report on
matters referred by the PJCIS, and for the Monitor to provide the PJCIS with the outcome of
the Monitor’s inquiries into existing legislation at the same time as the Monitor provides such
reports to the responsible Minister; and
e) a requirement for the PJCIS to be regularly briefed by the Director-General of the Office of
National Intelligence, and separately by the IGIS.

xxii

I look forward to a comprehensive response by government to my latest report to the Prime
Minister concerning the prosecution and sentencing of children for Commonwealth terrorism
offences. Although perhaps the most important recommendation is to bring Australia’s sentencing
laws for juvenile terrorists into line with the Convention on the Rights of the Child by allowing
sentencing judges more discretion, and thus a greater chance of rehabilitating juvenile terrorism
offenders, I also look forward to a response to my recommendations that: As is proposed with
Corporations Act offences, the Federal Court have concurrent jurisdiction with the Supreme Courts of
the States and Territories to try all terrorist offences;xxii That the government provide annual funds –
miniscule in amount in comparison to the counter- terrorism budget – to allow a small number of
Australian and English judges - say two a year - to attend each other’s annual judicial training to
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encourage appropriate improvements and innovations in the conduct of terrorism trials. Further detail
on each is as follows:
Rights of the Child: In federal criminal law, where imprisonment is ordered, there is a head sentence
imposed, and a judicial determination of a non-parole period. Because of a perception that an early
terrorism offender had received a lenient non-parole period, s 19AG of the Crimes Act (Cth) was
enacted. It requires every court imposing a term of imprisonment on an adult or child convicted of a
terrorism offence to fix a non-parole period of at least three-quarters of the duration of the head
sentence, hence the ‘75% rule’. At the time s 19AG was enacted, parole was almost automatic. That
is no longer the case. This change diminishes dramatically the necessity of the provision. Section
19AG precludes any judicial discretion in setting a child’s non-parole period. I concluded that Section
19AG in its current form, as it applies to children, is in breach of Australia’s obligations under the
CRC and recommended that it no longer apply to those under 18 at the time of offending.
Federal Court: I recommended that in all terrorism matters tried on indictment, the Federal Court of
Australia should have jurisdiction concurrent with the courts of the States and Territories, including
because of:
• the disparity in the approaches taken in the eight State and Territory jurisdictions;
• the complexity of federal legal and procedural issues which typically arise in terrorism cases;
• the truly national nature of terrorism offences;
• the fact that the Federal Court already has jurisdiction to make Control Orders under Div 104
of the Criminal Code and is shortly to be given concurrent jurisdiction in criminal
prosecutions for breaches of the Corporations Act (Cth); xxii
• the recent appointment of specialist criminal law judges to the Federal Court.
Judicial Education: As Chief Justice Ferguson of the Supreme Court of Victoria said in her
submission to the inquiry: ‘Terrorism trials generally involve a high level of legal and evidentiary
complexity and require significant pre-trial management. Cross-jurisdictional learning is an important
tool’. I concluded that enhancing judicial training in terrorism matters, including on the unique issues
arising in the trial of children, is highly desirable. The Judges of England and Wales who regularly
try terrorism matters told me that they welcome the participation of Australian judges in their annual
training. The details of such training are matters for the independent judiciary. I therefore
recommended that monies be made available to the appropriate Australian judicial education bodies to
allow English and Australian judges expert in the conduct of terrorism trials to travel each year to the
other jurisdiction to observe the conduct of terrorism trials and to provide or receive judicial
continuing legal education with a view to encouraging appropriate improvements and innovations in
the conduct of such trials.
Openness: A key function of the INSLM is in monitoring whether relevant laws remain ‘proportionate
to any threat of terrorism or threat to national security, or both’. In a sceptical age, in both Australia
and the United Kingdom it is not infrequently said that the terrorism and national security threats are
overstated. It is important for public confidence that as much as possible is authoritatively revealed,
provided the national interest is not thereby damaged. The public and its elected representatives have
a strong interest in being told by government with regularity and accuracy how often counterterrorism powers are used, and equally statistics as to consequential arrests, convictions and other
limitations upon liberty, and I have so recommended.
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Apart from my inquiry, there is for example the important Digital Platforms Inquiry of the ACCC:
https://www.accc.gov.au/focus-areas/inquiries/digital-platforms-inquiry.
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A Question of Trust 13.3-13.4.
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